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DETAILED ACTION 

Claim Rejections - 35 USC § 112 

1 . The following is a quotation of the second paragraph of 35 U.S. C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

2. Claim 4 is rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. 

Claim 4 recites the limitation "the data" in the last line of the claim. There is insufficient 
antecedent basis for this limitation in the claim. 

Note: The claim is not specific as to whether the data that is to be sent is data that is 
generated from the biometric information or other data that is generated to sent after user 
authentication. 

Claim Objections 

3. Claim 1 is objected to because of the following informalities: "network 
connection function" should be "network connection means". Appropriate correction is 
required. 

It should be noted that by disclosing "network communication means", it is implied that 
the device contains "network connection function." Therefore, the above objection may be 
resolved by either replacing "function" with means or "means" with "function." 
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Claim Rejections - 35 USC §103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. Claims 1-3 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Socolofsky, US 20030214779 Al in view of Poo et al. (Poo), US 20030005336 Al. 

Regarding claim 1, Socolofsky discloses a portable server device (i.e., portable network 
server) (see paragraph 18) comprising a local server for processing data between itself an a 
communication terminal equipped with a network connection means (i.e., using the portable 
network server, a local area network is created for accessing the sever. The 2-node network uses 
a universal serial bus Ethernet adapter to connect a PC to the portable server using a cross-over 
Ethernet cable. A user can then configure the server (see fig. 7 and paragraph 37). Thus, the PC 
(i.e., communication terminal is equipped with a network connection function. And, since 
connection between the PC and the server is achieved through USB adapter, both the PC and the 
server contain network connection function. Therefore, the Portable network server contains a 
local server since it can communicate with PC); a network server for processing data between 
itself and a network connected to the communication terminal by said communication terminal's 
network connection function (i.e., a portable network server to share multimedia content over a 
home network and over the Internet, the home network is a local area Ethernet network 
implementing the TCP/IP network protocol. The server and a browser enabled PC are connected 
to each other on the home network via a home router or gateway. Internet connectivity is 
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provided via a DSL modem, cable modem, or other communication device, which is connected 
to the home router or gateway. Using the browser enabled PC residing on the home router or 
gateway, a user can remotely create and administer a personalized website that is hosted on the 
server (i.e., the portable server having a network server for processing data between itself and a 
network (i.e., Internet) connected to the PC). The user can publish multimedia content to the 
website from the PC and display multimedia stored on the server using the PC) (see fig. 8, 
paragraph 38). 

Socolofsky does disclose the server includes an operating system (i.e., a control) which 
includes one or more programs that control the operating of the computer and manage the 
allocation of resources (see paragraph 34), wherein permission (i.e., use of the network and 
server) may be granted or denied to users (see paragraph 38). 

Socolofsky, however, does not specifically disclose that the portable server comprises an 
individual authenticator for authenticating an individual based on biometric information; and a 
control that makes said local server and said network useable only when authenticated by said 
individual authenticator. 

However, Poo discloses a portable device which includes a microprocessor, a non- 
volatile memory coupled thereto, and a biometrics-based authentication module controlled by the 
microprocessor. Preferably, the biometrics technology used is fingerprint authentication 
technology, and flash memory is used as the non-volatile memory. The fingerprint authentication 
module automatically prompts the user to register his/her fingerprint with the portable device 
upon its first use. A compact and encrypted version of the fingerprint is stored in the portable 
device's flash memory when the registration process is completed. Upon a subsequent use, the 



Application/Control Number: 10/584,118 Page 5 

Art Unit: 2617 

fingerprint authentication module reads the user's fingerprint, compares it with the registered 
fingerprint stored in the flash memory and reliably determines whether there is a match between 
the two. If a match is identified, authentication of the user's identity is successful, and the 
authenticated user is granted access to the restricted resource (see paragraph 7). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have combined the teachings described by Poo with the teachings described by 
Socolofsky to arrive at the claimed invention. A motivation for doing would have been to 
provide a secured access control mechanism for protection against unauthorized access. 

Regarding claim 2, Socolofsky discloses a personal server as described above (see claim 
1 rejection). 

Socolofsky, however, does not specifically disclose a personal server wherein said 
individual authenticator is equipped with a biometric information recognition device and 
authenticates an individual according to whether or not biometric information read by the 
biometric information recognition device matches registered biometric information that was 
previously registered. 

However, Poo discloses a portable device which includes a microprocessor, a non- 
volatile memory coupled thereto, and a biometrics-based authentication module controlled by the 
microprocessor. Preferably, the biometrics technology used is fingerprint authentication 
technology, and flash memory is used as the non-volatile memory. The fingerprint authentication 
module automatically prompts the user to register his/her fingerprint with the portable device 
upon its first use. A compact and encrypted version of the fingerprint is stored in the portable 
device's flash memory when the registration process is completed. Upon a subsequent use, the 
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fingerprint authentication module reads the user's fingerprint, compares it with the registered 
fingerprint stored in the flash memory and reliably determines whether there is a match between 
the two. If a match is identified, authentication of the user's identity is successful, and the 
authenticated user is granted access to the restricted resource (see paragraph 7). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have combined the teachings described by Poo with the teachings described by 
Socolofsky to arrive at the claimed invention. A motivation for doing would have been to 
provide a secured access control mechanism for protection against unauthorized access. 

Regarding claim 3, Socolofsky disclose a portable server as described above (see claim 2 
rejection). 

Socolofsky does not specifically disclose a portable server further comprising a data 
encryptor for encrypting stored data using said read biometric information. 

However, Poo discloses a portable device wherein templates are generated according to 
the fingerprint module, wherein the templates generated are encrypted (see paragraphs 23, 31, 
49-51). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have combined the teachings described by Poo with the teachings described by 
Socolofsky to arrive at the claimed invention in order to provide added security against hacking 
(see paragraph 23). 
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6. Claims 5-6 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Socolofsky and Poo, further in view of Makela et al. (Makela), US 20030157959 Al. 

The combination of Socolofsky and Poo disclose a portable server as described above 
(see claim 1 rejection). 

Although Socolofsky disclose a portable server further comprising a communication 
cable (see paragraph 37), the combination, however, does not specifically disclose a portable 
server receiving power from said communication terminal via said communication cable. 

However, Makela discloses a portable server that uses an optional USB plug connection 
between itself and a personal computer to be provided data and power (see claim 34). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have combined the teachings as described by Makela with the teachings described 
by Socolofsky and Poo to arrive at the claimed invention. A motivation for doing so would have 
been to provide the portable server with the added functionality to be powered in places wherein 
AC/DC is not available. 

Regarding claim 6, Socolofsky discloses a portable server device (see claim 5 rejection) 
wherein said communication cable is USB (see paragraph 37). 

7. Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over Socolofsky 
and Poo, further in view of Brandys, US 20020186838 Al. 

The combination of Socolofsky with Poo discloses a device as described (see claim 2 
rejection). 
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The combination, however, does not specifically disclose a device further comprising a 
communication encryptor that, when said read biometric information matches said registered 
biometric information, generates and retains a key used in a public key encryption system based 
on said read biometric information, and encrypts the data to be sent using the key. 

However, Brandys discloses a device wherein in response to authenticating biometric 
information that is provided by a user, a public key is generated and retain to encrypt incoming 
messages (see abstract, paragraph 15 and 24). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine the teachings as described by Brandys with the teachings described by 
Socolofsky and Poo to arrive at the claimed invention. A motivation for doing so would have 
been to authenticate messages. 

Conclusion 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to PIERRE-LOUIS DESIR whose telephone number is (571)272- 
7799. The examiner can normally be reached on M-F 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Dwayne Bost can be reached on (571)272-7023. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300.Information 
regarding the status of an application may be obtained from the Patent Application Information 
Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available 
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through Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from 
a USPTO Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/PIERRE-LOUIS DESIR/ 
Examiner, Art Unit 2617 



